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Abstract: Authentication encryption algorithms have been widely used in networks security system since these al-
gorithms can efficiently provide both privacy and integrity measurement for data transmission. Recently, authentica-
tion encryption algorithms have received attentions extensively since the event of CAESAR cipher solicitation was
developed. SCREAM had been selected as one of the second-round candidates in CAESAR competition because of
its novel structure and design idea. Currently, the security issue of SCREAM becomes an interesting research topic.
Based on the characteristic of SCREAM variable parameters, a new forgery attack was proposed by using the basic
idea of the sum collision. In particular, this attack could also be used to iSCREAM algorithm. Different to the best
known attacks, the new attack requires less time and data complexities. It is shown that this new attack is more
flexible and effective. Furthermore, the success probability of the forgery will be one.
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Research based on the method of Android system
active defense without Root permission

LIU Jing-qiang, LI Bin, CHEN Li-zhang, CHEN Bin
(College of Computer Science and Technology, Harbin Institute of Technology, (Weihai), Weihai 264209, China)

Abstract: In order to solve the problem that the system security is reduced through getting Root permission and that
the security of Android smartphone is not effective without Root permission, the working principle of ART, the Java
reflection mechanism and AOP principle were studied. The new mechanism was designed and implemented to avoid
the security problem caused by the traditional protection application of Hooking system function in the kernel layer

and the limitations with calling API in the application layer ineffectively. The interception of sensitive behavior and
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the protection of smartphone were both achieved.

Key words: Android system, active defense without Root, AOP, Hook, behavior interception, Dalvik
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